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OBJECTIVE

Our Data handling/protection policy indicates that we are dedicated and responsible for
processing the information of our employees, customers, stakeholders, and other interested
parties whoever it concerns with absolute caution and confidentiality. This policy describes how
we collect, store, handle, and secure our data fairly and transparently with confidentiality. This
policy ensures that Sindhuja Microcredit (P) Ltd. follows good practices to protect the data
gathered from its customers, employees, and stakeholders. The rules outlined in this document
apply regardless of whether the data is stored electronically, on paper, or on any other storage
device.

WHAT DATA IS COLLECTED

Sindhuja as Lender/Employer collects certain information, some of which is sensitive personal
information. We have detailed what data and the manner in which this data is collected. We collect
the data provided to us to ensure the service is provided in the best manner possible. Sindhuja
uses this data to underwrite/ assess the risk associated with the source(customer/employee). The
data being asked helps us to provide services in a robust and user-friendly manner. We have
detailed the manner in which Sindhuja collect data below:

DATA SHARE IN THE COURSE OF USING SINDHUJA MICROCREDIT SERVICES

We and our affiliates or our authorized agents collect the data when customers apply for a
loan/application is received for employment.

> Identification Information like Name, gender, residential / correspondence address,
telephone number, date of birth, marital status, email address, or other contact
information.

» KYCs like Voter ID, PAN, Signature, Photograph, etc.

Bank account or other payment instrument details.

» Nature of employment, official employment email address, and name of employer, monthly
income.

» Detail which may be required by us for providing services to customers or co-applicants if
any.

v

We or our Lending partner may require the customer/employee to share further information at a
later date to confirm the veracity of the information or pursuant to any additional features.

Note: Customer/Employee terminology shall be used for both potential as well as onboarded.
OTHER DATA SOLICITED

Personal Information Data: Demographic, email addresses, mobile numbers, etc, may be
collected from customers/employees to provide further information to Sindhuja for the purposes
of processing loan/employment applications. Such additional information may include (without
limitation) bank statements, goods and services tax returns, salary and income statements, and
title documents for the property being financed. This data shall be supplied to our Affiliates or our
Authorized Agents through us. Customer/Employee may also be required to provide this
information to us, via physical documents, e-mail, or other digital and offline methods.
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We may (subject to applicable law) also combine and link personal information with information
we obtain from other sources. This could occur, for example, in circumstances where we receive
New, Updated, or Additional information from customers/employees or our affiliates and
associates’ partners. We may use the performance information we collect to analyze usage, habits,
and further need for sourcing.

Information we receive from other sources: We may also be working closely with third parties (for
example - credit information bureaus, business partners, partner banks and financial institutions,
technical sub-contractors, analytics providers, search information providers, title deeds, property
verification service providers and valuers) and may lawfully receive information about
Customer/Employee and co-applicant (in-case customer for sourcing) from such sources. Such
data may be shared internally and combined with data collected. We may also use the content,
which is shared publicly, including on third-party platforms or applications.

HOW DATA IS USED.

We use personal information collected from Customer/Employee for various reasons, which
includes the following.

» To Loan Processing/employment consideration; KYC Authentication.

» To Tell Customers/Employees about the products and services offered by us, our referral
partners, our Affiliates, and our associate agents.

» To respond to Customer/Employee queries, notify Customer/Employee of changes to our

policies,

To provide Customers/Employees with information on the Products and Services,

Employment.

» To Access Customer eligibility for the Microfinance/MSME Loan or to improve our existing
products and services.

» To any Legal & Compliance Requirements.

74

For Enabling and Servicing of our Affiliates or our Authorized Agents: Our Affiliates or our
Authorized Agents use the data to analyze creditworthiness, loan eligibility, KYC documents,
current employment verification and the terms of loans. Customer/Employee hereby grants our
Affiliates or our Authorized Agents explicit consent to fetch KYC (Know Your Customer) details
from the Central KYC Records Registry using the details provided by Customer/Employee, Our
Affiliates or our Authorized Agents also use the data for underwriting, to track disbursement and
repayment of loans. -

For Enabling Customer Support: We use the information to provide customer support, including
to resolve concerns from the use of the Services, and train our customer service executives.

For Legal & Compliance Requirements: We may use the data we collect to investigate or
address claims or disputes relating to use of our Services, or as otherwise allowed by applicable
law, or as requested by regulators, government entities, and official inquiries.

For Product Innovation: We may use the data we collect to offer new products and services.
Sharing with third parties: We work with third-party service providers to execute various
functionalities and we may share your information with such service providers to help us provide
required information.

Some of these functionalities may include:
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» Analyzing transaction behavior and cash flows via Customer/Employee SMSes, bank
statements, goods and services tax returns, salary and income statements, income tax
returns, basis on which loan offer is generated.

» Validating and authenticating the official verification documents provided by
Customer/Employee.

> E-signing of the loan agreement or sanction letter, populating the loan agreement or the
sanction letter,

» The information shared with these service providers is retained for auditing the
agreements.

» eNACH set-up

» Cloud services.

» Validating and authenticating employment status, employment information, and

employment duration.

Third Party Services: Customer/Employee may connect with other websites, products, or
services that we don’t have control over (for example, if we allow payment through an external
wallet facility then we will have to share your usage information with the facility provider).
However, usage of such third-party services is subject to their privacy policies and not within our
control. We recommend that Customer/Employee have a look at their privacy policies before
agreeing to use their services.

Change in Control: While negotiating or in relation to a change of corporate control such as a
restructuring, merger, or sale of our assets, we may have to disclose the databases and information
we have stored in the course of our operations.

Sharing with the Co-Lending Partner: We may work with identified banks and financial
institutions to provide co-lending products in Sindhuja, and we may share your information with
such Co-Lending Partner(s).

Sharing with law enforcement when needed: If any governmental authority or law enforcement
officers request or require any information, we think disclosure is required or appropriate in
order to comply with laws, regulations, or a legal process.

HOW CUSTOMER/EMPLOYEE DATA IS PROTECTED

While none of the Customer/Employee data is sold, it may be shared with third parties on a
contractual basis. This data is shared for processing of information and ensuring that
Customer/Employee receives the Services,

We are very protective of Customer/Employee data. We may enter into data-sharing agreements
or disclose the collected data in order to provide the Services and new product offerings.

We ensure that our third-party service provider takes security measures in order to protect
personal information against loss, misuse or alteration of the data.

Our third-party service provider(s) employee separation of environments and segregation of
duties and have strict role-based access control on a documented, authorized, need-to-use basis.
The stored data is protected and stored by application-level encryption. They enforce key
management services to limit access to data.

Furthermore, our registered third-party service provider(s) provide hosting security - they use
industry-leading anti-virus, anti-malware, intrusion prevention systems, intrusion detection
systems, file integrity monitoring, and application control solutions.
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WHAT IS CUSTOMER/EMPLOYEE RIGHT REGARDING THE DATA

We have identified Customer/Employee rights below and the manner in which
Customer/Employee may exercise these rights.

It is important for us that the Customer remains in control of the data. Customers can write to us
at grievance@sindhujamicrocredit.com if the customer wish to exercise any of the rights under
the Policy.

Employee/Customer shall have the following rights:

Right to Rectification: In the event that any personal data provided is inaccurate, incomplete, or
outdated then the customer/employee shall have the right to provide us with accurate, complete,
and up-to-date data and have us rectify such data. It may take up to 15 working days to process
the request.

Right to withdraw consent: Customer/Employee has the right to withdraw specific consents
Customer/Employee has provided under this Policy by writing to us. However, if the
Customer/Employee has availed any services/facilities or employment from Sindhuja or Affiliates
or our Authorized Agents, we shall have the right to continue processing the information. However,
we shall not retain the data and information if it is no longer required by us and there is no legal
requirement to retain the same. Do note that multiple legal bases may exist in parallel, and we may
still have to retain certain data and information at any time,

WHAT ARE OUR DATA SECURITY PRACTICES

We aspire to keep the data and information as secure as possible and to that effect, we have used
various modern and latest technologies.

We use requisite technical and organizational security measures to ensure a level of protection for
personal data appropriate to the nature, scope, and purpose of processing personal data, the risks
associated with such processing, and the likelihood and severity of the harm that may result from
such processing. The transfer of personal data between the Customer/Employee end device, if
used, and us is carried out via best-in-class encryption protocols. If the Customer/Employee
communicates with us by email, access by third parties cannot be ruled out. In the case of
confidential information, we recommend using mail, i.e, post or encrypted e-mail communication,

CONSENT MECHANISM

By applying for a loan/employment, Customer/Employee has consented to all our data privacy
practices.

Customer/Employee agrees to processing, storage, usage, and sharing of the data provided
pursuant to this Policy. By availing Services /facilities/employment in Sindhuja or Affiliates or our
Authorized Agents, Customer/Employee hereby consent to our accessing your credit information
from credit information companies to make personalized product offerings to
Customer/Employee. If Customer/Employee does not agree with any of the terms of this Policy or
wish to revoke any consent Customer/Employee has provided to us, please write to us.

Please note that if Customer/Employee revokes any mandatory permissions or revokes the
consent to process and store information such as Customer/Employee data, Financial and KYC
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Information or any other information needed to facilitate Customer/Employee loan
facility/employment, then we may have to cease the provision of Services to Customer/Employee.
Customers/Employees cannot withdraw mandatory consents once they have availed
services/loan facility/employment till they have closed all services/loan facility/employment with
us and our Affiliates.

DATA RETENTION

We retain Customer/Employee personal data to the extent we need to. Once the legal basis for the
retention expires, we will not hold onto it.

We shall retain the information provided to facilitate smooth and uninterrupted use and (i) to
provide, improve, and personalize our Services; (ii) to contact Customers/Employees about their
accounts and give customer service; (iii) to personalize our advertising and marketing
communications; and (iv) to prevent, detect, mitigate, and investigate fraudulent or illegal
activities. We do not retain personal data for longer than required for the purpose for which the
information may be lawfully used. For any other information, we may entertain the
Customer/Employee's request for deletion, however, the Customer/Employee may not be able to
use our Services at all after such deletion.

Communications from Us; We may from time-to-time contact Customers/Employees via calls,
SMS, emails, and other communication channels to provide you with information pertaining to
Customer/Employee Services, notifications on updates vis-a-vis our Services.

Updates To This Notice: We may update this Policy as and when required. Use of our Services
after an update constitutes consent to the updated notice to the extent permitted by law. Please
take the time to periodically review this Policy for the latest information on our privacy practices.

PROCEDURE ELEMENT FOR INTERNAL OPERATION

As a key part of our operations, we gather and process any information or data that makes an
individual identifiable such as names, addresses, usernames and passwords, digital footprints,
photographs, etc. This information is collected only with the full cooperation and knowledge of
interested parties. Once this information is available to us; the following rules apply to our
company.

Our data will be.

Be precise and consistently updated.

Is collected legitimately and with a clearly stated purpose.

Be processed by the company in line with its legal and ethical binds.

Have protection measures that protect it from any unauthorized or illegal access occurring
by internal or external parties.

VVVYVY

Our data will not be.

» Communicated informally.

» Exceed the specified amount of time stored. Therefore, the personal data of employees,
customers, and affiliates who no longer use Sindhuja services is stored in a secure area.

» Be transferred to organizations, states, or countries that do not acquire proper data
protection policies.

» Be spread to any party unless approved by the data’s owner (except for the legitimate
requests demanded from law enforcement authorities)
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ROLES AND RESPONSIBILITIES

Everyone who works for or with Sindhuja is responsible for ensuring that the collection, storage,
handling, and protection of data is being done appropriately.

The internal contact person for any escalation or concern related to the data protection process is
IT- department of the company which can be reached at email:
itsecurity@sindhujamicrocredit.com

In addition, the IT department have key areas of responsibility:

» Providing oversight and continuous enhancement of information security awareness
programs and improvements in risk management.

» Collaborating and leading the design, implementation, operation, and maintenance of the
Security Management System.,

> Ensuring periodic testing is conducted to evaluate the security posture by conducting
periodic reviews to ensure compliance.

# Leading the design and operation of related compliance monitoring and improvement
activities to ensure compliance both with internal security policies, and applicable laws
and regulations.

» Developing and managing controls to ensure compliance with the wide variety and ever-
changing requirements resulting from laws, standards, and regulations.

> Strictly complying with all Sindhuja policies related to non-disclosure, non-competition,
and confidentiality of information,

» Constantly staying up to date on various web technologies and tools.

» Performing networking systems hardware and software upgrades and installing security
patches when needed.

» Checking and monitoring the general health of networks and networking devices.

» Performing daily system monitoring, verifying the integrity and availability of all hardware,
Server resources, systems, and key processes, reviewing system and application logs, and
verifying completion of scheduled jobs such as backups.

» The implementation, configuration, and maintenance of computer networks, software, and
digital security.

» Ensuring that access to the personnel data of members registered on the Sindhuja Website
personnel is restricted only to authorized personnel,

» Ensuring that access to the personnel data of members registered on the Sindhuja website
will not be shared with or provided to unauthorized personnel.

DATA STORAGE

These rules describe how and where data should be safely stored. When data is stored on paper, it
should be kept in a secure place to mitigate unauthorized usage of documents. These guidelines
also apply to data that is usually stored electronically but has been printed out for certain reasons.

» The paper or files should be kept in a locked drawer or filing cabinet.

> Employees should make sure paper and printouts are not left where unauthorized people
access them, such as on a printer, or desk.

» Data printouts should be securely shredded and disposed of when no longer required.
When data is stored electronically, it must be protected from unauthorized access,
accidental deletion, and malicious hacking attempts.
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» Data should be protected by strong passwords that are changed regularly and never
shared between employees,

» Ifdata is stored on removable media (like a CD or DVD), these should be kept locked away
securely when not being used,

» Data should only be stored on designated servers at Sindhuja premises and should only be
uploaded to approved cloud computing services.

» Device Data should be backed up daily. Those backups should be tested regularly, in line
with the company’s standard backup procedures.

DATA ACCURACY AND ACTION
To exercise data protection, Sindhuja takes reasonable steps and is committed to.

Restrict and monitor access to sensitive data and keep it in as few places as necessary.
Establish effective data collection procedures.

Provide employees with online privacy and security measures training.

Build secure networks to protect online data from cyberattacks.

Establish clear procedures for reporting privacy breaches or data misuse. Include contract
clauses or communicate statements on how we handle data.

Update the data continuously and as mistakes are discovered.

YVVVY

b4

DATA HANDLING CONTROL MECHANISM

No confidential data shall reside on servers exposed directly to the Internet.
All systems at Sindhuja Microcredit are protected behind the sophos UTM (includes Firewall, IPS,
Anti-Spam and Anti-Malware capabilities)

All information in electronic format shall be kept in the centralized file server/Data repository
with accesses provided on a need-to-know and need-to-do basis.

All confidential information in the form of paper shall be kept under lock and key with the proper
procedures describing access controls.

All confidential information, either in soft or hard form, must be labeled as “Confidential”,
Confidential Information should not be stored on a Shared Folder.

All confidential information should be stored on a central file server with strictly restricted access
to the Project Manager, Team Lead, corresponding team member working on the project and the
Senior Management.

Client confidential data may be stored and retrieved from the file server only upon approval from
the Senior Management.

An access list for authorized person who can access this information must be defined and
reviewed on the monthly basis.

Access restriction on confidential information shall be reviewed on monthly basis.
All information which labeled as “Confidential” should not be shared with any person within

Sindhuja Microcredit or outside who does not have the business need-to-know to access this
information.
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Distribution of confidential information should be kept to minimum required and should be
strictly on a need-to-know and need-to-do basis.

Any confidential information being transmitted outside the Sindhuja’s network should be
encrypted. The password/key should be separately sent to the client using another medium.

Any confidential information sent on storage media to a destination outside the Sindhuja office
should be encrypted.

Any storage device which contains confidential data or data backup of employees should be kept
encrypted with the BitLocker and password should be known only to the concerned employee.

The owner of the information should monitor all printing and faxing of information personally.
Owner should ensure the process is complete and no document is left behind on the printer or fax
machine,

If the print job or faxing is stopped in between due to any problems, owner should ensure that the
problem is solved and all data in the spool is cleared.

The following disposal measures shall be applied for all confidential information:
© Printed material: All paper should be disposed by shredding.
© Carbon Papers: All carbon papers should be burnt.

o Floppy disk: Floppy disks must be physically damaged; the magnetic media then
should be burnt.

o CDs: All CDs should be scratched badly and broken into more than 2 pieces.

o Backup Magnetic Media: When any backup media is damaged or not usable, such
media should be damaged physically and the magnetic media should be burnt.

o Hard Disk: If any old PC is removed out of the Sindhuja’s premises; the hard disk
of that PC should be formatted at least 7 times before it is disposed. Same should be
done for any other hard disk. If the hard disk is damaged and cannot be detected:
such hard disk should be physically damaged and its magnetic media should be
removed, it should be burnt,

GRIEVANCES

Sindhuja shall address all grievances with respect to the processing of information in relation to
this policy in a timebound manner. For this purpose, we hereby designate a grievance officer to
redress any grievances in this regard.

Name : Mr. Pankaj Rautela

Emailid:  Pankaj.rautela@sindhujamicrocredit.com

Contact No: # 8851673523

Address:  Office No. 601 - 607, 6th Floor, TOWER-A, Noida One, Block B, Industrial Area, Sector
62, Noida, Uttar Pradesh 201307
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Enforcement

Necessary disciplinary action will be taken against any employee not following the policies and
procedures laid down by the NII. Similarly, action will be taken against those employees
encouraging/observing such an activity and not reporting the same to the concerned authority.
Any employee found to have violated this policy may be subject to disciplinary action, up to and
including termination of employment.
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